Interview with Dr. Ahmad Al Shaikh
Pages 14-17
Role of the Board in the Era of New Risks
Articles by Rainer Egloff, Martin Weymann, Peter
Montagnon, Tarek Elmasry, Gemma D’Auria, Fadi
Mutlak,Simon Osborne, Maria Sillanpaa,
and Richard Leblanc
Extended Auditor Reporting
Article by Frank Curtiss
Pages 45-48

issue

11

FOREWORD
In today’s complex and globally interconnected business world, decision-makers
are increasingly faced with new risks whose impact and implications are difficult to
assess. Disruptive technological innovations are advancing at an exponential rate,
altering traditional competitive dynamics in virtually every industry, and requiring
companies to evolve, adapt or perish.
Given these challenges, companies will not only need to re-think their business
models, but also their governance practices to ensure that their boards are creating
the conditions in which innovation will thrive, while at the same time ensuring that
new risks are properly managed.
This 11th issue of the Hawkamah Journal focuses on how companies and their
boards can manage change through governance. The Journal features a number
of articles tackling specific issues and dissecting what they mean for boards of
directors.
These issues are highly relevant for companies in the Middle East and North Africa
region where business leaders are increasingly faced with complex challenges
requiring difficult decisions to be made. In this regard, we are pleased to feature
an interview with Dr. Ahmad Al Shaikh, a recently appointed Hawkamah board
member, who discusses the role governance can play in balancing innovation and
risk management.
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CHANGING RISK

Peter Montagnon
Associate Director, Institute of Business Ethics and Board Member of Hawkamah
It has long been recognised that good corporate
governance is heavily concerned with the oversight
and management of risk. Boards need to seek
out strategic opportunities but they also need to
be able to understand the risks that arise from
their decisions and ensure that they are properly
managed. In today’s changing world new risks,
some of them systemic, are arising all the time
adding to the challenge of governance.

those which do not appear to be directly affected.
Risk management used to be mainly about
financial risk. Does the company have sufficient
capital to underpin expansion or withstand
commercial shock? Or is it sufficiently protected
against financial fraud? These questions are still
relevant in every company, but, as the risk agenda
has got much wider than before, boards need to
be sure that their skills are keeping up with the
pace of change.

These new risks range across a wide range of
fronts: cyber attack, global warming, the failure
of antibiotics to protect people from disease, the This is a complex task because many of the risks
shortage of water as we are now seeing in Cape confronting businesses today are unpredictable.
Town can all affect the value of businesses, even No board knows exactly when and how its
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business will be subject to a damaging cyber
attack, although it is pretty clear that such attacks
have the potential to destroy an otherwise healthy
business overnight. We do not know whether we
shall find new drugs to replace antibiotics before
these lose their effectiveness, but it is clear
that a rapid increase in mortality could affect all
businesses deeply because of its impact on staff
and customers alike.

which it is operating.
Understanding risk therefore means asking
questions about the environment in which the
business is operating and trying to assess the
likely impact of change on the business. Many
companies do this through the development of
a heat map in which risks are rated in terms of
their likelihood and severity of their impact. A risk
which is both likely to materialise over the next
year and have a serious impact on the business is
clearly one that needs addressing urgently. One
that is likely to develop over the medium to long
term and have only limited impact can be given a
low priority.

Because there is so little certainty about these
risks, we are sometimes tempted to ignore them.
If a cyber attack is inevitable at some stage, then
it is simply a matter of fate and there is not much
you can do about it, or so the argument goes. Yet
this is too defeatist. It is the job of boards, as best
they can, to protect their companies from risks The heat map will show boards what needs to be
which may undermine their business and threaten dealt with in the short run, though risk also needs
their future.
to be seen in terms of defence against long term
risks that will have a serious impact. The classic
So how to go about it? The first task facing example of these is oil. What will happen to the long
boards is to scan the horizon carefully and with term value of oil reserves as the world moves to
an open mind in order to discover the risks that alternative sources of energy? Some oil companies
could materially impact on the business in the are beginning to look at these issues and adjust
long and short term. This requires more than just their planning accordingly against the day when
an understanding of finance. It means taking a reserves that are highly valued now could turn out
broad look at what is going on in the world just as to be worthless. Some international investors are
SwissRe does through its Sonar programme which also already making similar calculations.
is described in a separate article in this Journal.
SwissRe’s concern is to understand insurance risk, One group of people who can help with the
but its approach is relevant for corporate boards development of the heat map is the internal audit
as well.
team. These people know the business inside
out and are well-placed to identify developing
Some of these risks may seem very general and risks. Mostly internal audit report to the Audit
remote from the operation of the business, but Committee, but in some large companies
they are not. No doubt Facebook is surprised to their remit has been expanded to report to
discover how the Russians have used it to spread board committees established to oversee nonpropaganda and false messages around the US financial risk. Such committees, usually carrying
elections. Could this have been predicted? Possibly, names like Sustainability Committee or Ethics
yes. It might not have been clear that the Russians and Conduct Committee, are becoming more
would be the ones spreading fake news and views, common, especially in businesses where the Audit
but it should have been obvious to its board that Committee is already heavily loaded with financial
the site was vulnerable to manipulation, especially tasks.
if they had been paying careful attention to news
media. In other words directors need to know not Many of the risks we have been looking at so far
only about the business, but about the world in are external ones. They relate to developments
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in the outside world to which companies have to
respond. To address these, directors need to be
aware of what is going on in the world around
them and able to formulate helpful responses.
That requires skills which go beyond the traditional
knowledge of finance and understanding of how
to run a business.
There are other risks, however, which are home
grown. These might be described as behavioural
risks. Does the board understand the forces
that are shaping behaviour in the company? Is it
comfortable with them? This has become all the
more important as dependency on highly complex
technology has grown.

company could cheat on its emissions testing
in the US. It is very hard for directors of such a
company, who may have general backgrounds,
to understand the software or the scope for
abuse. At another company, UBS, highly skilled
mathematicians were able to write complex
derivatives that earned them large bonuses but
caused massive losses when the financial crisis hit.

Both these cases are examples of where the
traditional hierarchy has changed. Factual
knowledge used to reside on the shop floor,
understanding was an attribute of management
and power was left to the board. Now knowledge,
understanding and power all reside at the coal face
and, unless it is careful, the board can seem to be
Take two examples. We do not know the exact almost irrelevant because the technical ability of
circumstances in which Volkswagen cheated on the workforce has pulled so far ahead.
its emissions tests in the US and EU, but the
experience is a reminder of how it was relatively Boards which take the long term health of their
easy for a highly skilled software engineer to company seriously cannot afford to allow this to
alter the programmes at Volkswagen so that the happen, however. They must take care about the
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signals they send, good or bad, about how they teach them to question everything.”
expect employees to behave. Two disciplines are
useful.
A culture which encourages employees to think
about the impact of what they are doing on the
First, whenever the company is engaged in an outside world is healthier than one which blindly
activity which directors find hard to understand, seeks to exploit their skills. Corporate citizenship
they should question the senior manager matters not just at the firm level, but at the level
responsible about what is involved. If that person of individual employees. It is worth recalling at this
cannot answer in ways that the non-specialists point that the biggest cyber risk is internal. Attacks
on the board can understand, it is likely that the often start because of a breach of security by a
manager does not understand either and the risks particular employee. If a positive corporate culture
are commensurately great. Either the manager exists, employees will take care because they do
must be replaced with somebody who does know not wish to risk their own livelihood or that of
what is going on, or the activity should be stopped. their colleagues and the company that employs
them. Without such a culture, cyber security may
Second, boards need to understand that shared simply be a matter of grudging compliance.
values matter. The entire staff of the company
needs to be involved in ensuring that the business Several conclusions follow from all this:
is healthy and that decisions made in the routine
course of the business will be good ones. As the • Directors need to think broadly about the risks
world has become more complicated and business facing their company and seek to map those that
risks, including conduct risk, have increased, so need urgent attention. They need to be equipped
has the importance of having values which help to scan the horizon for a range of risks, bearing in
mitigate these risks at every level. If it is true that mind that there are organisations that can help
highly qualified IT experts can devise programmes them do this.
capable of causing billions of dollars’ worth of • Simple questions may sound dumb, but they can
damage, then the company can go quite a long also be a real test of a manager who is trying to
way towards protecting itself by instilling values cover up bad practice by relying on very technical
that mean employees will think twice before doing answers.
something that their immediate colleagues, their
bosses and the company itself would reject.
• If everybody in the company shares a positive
value system, it will be easier to address both
One of the problems with technology is that it external and internal risks.
confers power but tends to ignore the importance
of values. For some years now, Silicon Valley Finally, boards need a good mix of skills. It clearly
companies have been trying to address this by does help to have directors who can understand
hiring philosophers, not just top notch software both the scope and risks inherent in the technology
experts. Damon Horowitz, founder of Aardvark, being used by the company. But this is not enough.
had a philosophy degree and became Google’s They also need people able to understand the
in-house philosopher when his firm was acquired meaning, context and impact of what the company
by that company. He has said that technology is doing. This does not necessarily mean hiring
companies need a “moral operating system.”1 More people with a PhD in philosophy but it requires
recently the Quartz website reported that Silicon a mindset that will challenge on a broad range of
Valley executives were hiring philosophers “to fronts.
1 VB

News, May 14 2014.
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RISK PRESCIENCE

SCANNING TOMORROW’S
RISK LANDSCAPE

Rainer Egloff
Senior Risk Manager, Emerging Risk Management, Swiss Re
Boards across the world can learn from the way others evaluate risk. For insurers, a timely
understanding is critical. Here two experts from one of the world’s foremost reinsurance
companies explain how SwissRe scans the world for emerging risk and evaluate some of their
findings.
The modern world is globalized, interconnected
and complex. Systemic risks have become ever
more relevant. To get an adequate handle on
such risks, early detection is crucial. While all
organizations are confronted with this challenge,
reinsurers have a particular stake in the matter.
Being risk experts, particularly when it comes
to high impact risks, they are invested in risk
taking and providing risk transfer, mostly to
direct insurers. Swiss Re is one of the largest
reinsurers worldwide, with a history of more than
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150 years in the business. So it stands to reason
that this company is keenly interested in learning
as early as possible about new risks. Their case
therefore exemplifies one of the prerequisites of
good systemic risk governance, namely early risk
detection.
Globalization and de-globalization trends,
fragmented value chains throughout the
entire world, and the growing integration and
interaction of digital systems are all drivers of
the hawkamah journal
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increasing complexity. To protect their clients and
themselves against undue uncertainties, insurers
and reinsurers need to monitor the shifting risk
landscape on a continuous basis. 1 So as a central
part of their foresight activities, they need to scan
the horizon for future risks. This entails applying a
broad-based enterprise risk management (ERM)
framework, which includes the detection and
assessment of emerging risks and thinking in
scenarios.
Emerging Risks
The International Risk Governance Council (IRGC)
defines emerging risks as “new risks or familiar
risks that become apparent in new or unfamiliar
conditions.” 2 Their sources can be natural or
human, and often are both. Emerging risks may
include new technologies - for example, artificial
intelligence (AI), nanotechnology or genetic
engineering - as well as economic, societal,
environmental, regulatory or political change.
While some emerging trends are developing at
a slow pace (like demographic changes, societal
preferences or cancer research), others can be
fast-moving with disruptive potential (like the
development of smartphones over the past
decade, alternative currencies right now or AI
in the future). Slow-moving emerging trends,
too, may gain momentum quickly (e.g., medical
breakthroughs).
Often, emerging risks are about unclear or
changing framework conditions, such as regulatory
developments or litigation trends. Thus, while we
may think of emerging risks as being primarily
entirely new (as is much the case with a new
technology, such as blockchain or the gene editing
method CRISPR 3 ), some are known and familiar
risks, but have become new or (re)emerging, as
their contextual conditions change. A field like
1 Raaflaub,
2 IRGC

nanotechnology qualifies as an emerging risk,
because some risks have been known for quite
some time, but they haven’t yet materialised
fully. We therefore consider it a latent emerging
risk. Some risks are changing their character
dynamically. Consequently, they continue to count
as emerging risks - the ever-evolving complex of
cyber risks is a case in point.
Usually, emerging risks are as yet unquantified,
even though they may have a high impact
potential for (re)insurers and for society. The lack
of comprehensive data is one aspect of emerging
risks’ general nature. That’s to say they are mostly
not yet fully understood or researched, and might
lead to surprises or shocks. Consequently, the
early identification of potential changes to the risk
landscape is important. In this context, scenario
planning can be a helpful tool to discuss plausible
future outcomes as a basis for risk dialogue, risk
mitigation measures and business opportunities.
To ensure the most encompassing risk culture for
emerging risk detection and assessment, it’s often
necessary to conduct a broad dialogue involving
different stakeholders.
Since risk perception varies across geographies,
cultures, societies and educational backgrounds,
it makes sense to involve a diverse group of
individuals in the emerging risk identification
process.
Swiss Re’s SONAR Approach
As a risk knowledge company with many risk
specialists, Swiss Re places the internal expert
dialogue at the center of its emerging risk
detection and assessment process. More than
10,000 employees have access to a dedicated
intranet dialogue platform where they can post
and discuss potential emerging risks. By posting

Patrick. “Risk Detection by Employees.” Vontobel Portrait. 2016.

Guidelines for Emerging Risk Governance. 2015.

3 CRISPR

stands for Clustered Regularly Interspaced Short Palindromic Repeats. CRISPR technology has been discovered and developed as gene scissors.

This molecule is able to target and cut the genetic material of any organism in a precise and efficient way. This technology is expected to have a major
impact on life sciences.
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Martin Weymann
Head Sustainability, Emerging & Political Risk, Swiss Re
a so-called “risk-notion,” employees discuss a
certain observation, formulate a concern or raise
a question to which other colleagues can react.
Such “crowd-sourced” signal detection among
experienced and knowledgeable employees is a
powerful tool. Moreover, automated web analysis
can complement it. That said, this latter method
is best suited to monitoring and analysing risk
trends already known or their context already well
understood.
As part of Group risk management, Swiss Re
has a dedicated emerging risk management
team that hosts the SONAR process. 4 This task
entails moderating, collating and reviewing the
risk notions. So the team acts as a catalyst for
emerging risk identification and assessment.
In concert with a broad network of experts, it
clusters the SONAR posts and discussions from
colleagues, enriches them with further research,
and develops encompassing emerging risk themes
and trends. It then folds in inputs from universities,
4 SONAR

think tanks and other relevant organizations. One
of the results is the annual publication of Swiss Re
SONAR: New emerging risk insights. This report
is a compilation of emerging risks relevant to the
(re)insurance industry.
The emerging risk process encompasses the
following steps: risk identification, risk assessment,
risk implementation (split into risk dialogue, risk
mitigation measures and business opportunities),
as well as risk monitoring and control.
To deepen the understanding of a particular risk,
interactions with external stakeholders are most
important. Discussions with clients, political
authorities and non-governmental bodies are
essential. Independent organizations like the IRGC
are valuable partners. One platform to exchange
information with industry peers is the Emerging
Risk Initiative of the Chief Risk Officer’s Forum,
which so far includes mainly Europe-based
insurers and reinsurers. A broad, diverse and

stands for Systematic Observation of Notions Associated with Risk. The SONAR process facilitates the identification and assessment of

emerging risk notions in order to reduce surprises, enable risk mitigation actions, seize opportunities and foster risk awareness.
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robust risk dialogue helps overcome blind spots,
fosters risk awareness, and supports adequate
risk assessment and mitigation.

including supply chains or the potential for
prolonged power blackouts. Today we can see the
relevance of early detection of these emerging
risks for effective risk mitigation. Hence, scanning
At the time an emerging risk theme is highlighted, the horizon to monitor the dynamic risk landscape
it’s often still unclear how relevant it will become and detecting new or (re)emerging risk trends has
from an insurance standpoint. This may be due to become a key element of ERM in the (re)insurance
the nature of a risk, the uncertain development sector.
of contextual conditions, or merely because the
risk assessment proves inadequate in the longer The 2017 SONAR report—Outlook and Analysis
term. If a risk has been highlighted early enough, What emerging risks does this year’s SONAR
timely risk mitigation is possible and business report see developing on the horizon? See Figure
opportunities are enabled. When Swiss Re’s 1.
SONAR report was published for the first time
in 2013, it featured important vulnerabilities,
Figure 1: Emerging Risks Themes by Potential Impact and Time Frames

Source: Swiss Re SONAR: New emerging risk insights, June 2017. This list is not a comprehensive list of emerging risks.
It reflects emerging risks relevant to the insurance industry and discussed within Swiss Re during the past year.
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Risks related to the business environment
combine both high impacts and short timelines.
These risks include financial market risks, market
access restrictions, regulatory fragmentation and
digital infrastructures.
The Perfect Storm—Cloud Risk Accumulation
Tech vulnerability comes with a variety of risks:
cyberattacks, technical failures, prolonged
outages, data inaccessibility and significant
accumulation risks (due to a small number of
providers). This may affect insurers’ operations,
but more important, it will affect the operations
of insured parties. Given the volumes of data
involved, service interruption poses potentially
significant and catastrophic risks.
With high impact, but a time frame of more
than three years, the SONAR report identifies
the spread of infectious diseases and growing
water stress as significant emerging risks. These
risks have increased in complexity and become
more dynamic, tying environmental and social
dimensions with technological and economic
factors.
Bugs on the March—Underestimated
Infectious Diseases
Risk factors of infectious diseases, triggered
for example by changes in land use, changes in
human demographics, international travel and
trade and poor population health are altering and
interacting with one another at a more rapid pace.
This development facilitates an outbreak and
proliferation of infectious diseases. For insurers,
life and health pricing becomes more challenging.
A major epidemic or pandemic also would affect
financial markets and property and casualty
insurers.

growing number of regions. Severe water shortages
also have an adverse impact on food production
and can undercut oil and gas production from
hydrofracking. The insurance consequences can
range from increased loss burden in agricultural
and energy lines of business to a surge in property
and casualty losses caused by wildfires. In extreme
cases, water shortages also can destabilise the
political and social fabric, leading to more civil
unrest, war and migration.
There also are many relevant risk topics mentioned
among medium- and low-impact risks that might
become more important developments in the
future. We highlight two additional emerging risks
here.
Too Much of a Good Thing—Antimicrobial
Overuse in Animal Farming
Already highlighted in previous years as an
emerging risk of antibiotics overuse, antibiotic
resistance is a well-known worldwide problem,
primarily caused by excessive use of antibiotics,
for both human and animal health. Extensive
proliferation of antimicrobials in the production of
livestock and in aquaculture is a key factor in the
spread of antimicrobial resistance (AMR). AMR
in livestock and aquaculture could lead to higherthan-expected losses from animal diseases.
The human factor–Stress and Fatigue in
Safety-relevant Jobs

High-profile accidents such as Deepwater
Horizon highlighted the role of the human
factor in high-risk system vulnerability. Human
failure as such goes back to inadequate working
environments. Aspects of particular importance
in this respect include inadequately maintained
or malfunctioning equipment, flawed working
procedures, poor staff training and excessive
working hours. Industries where the problem of
The Big Drying—Growing Water Stress
human failure is very well investigated include
Farming, industrial use and household aviation and hospitals. Important human factor
consumption exacerbate water shortages in a elements in working environments prone to failure
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are: lack of communication, distraction, lack of
resources, stress, complacency, lack of teamwork,
pressure, lack of awareness, lack of knowledge,
fatigue, lack of assertiveness, norms and large
scale reorganisation.
It’s in the nature of emerging risks that not all
of those identified will actually materialise. By
reviewing previous work on emerging risks,
one can keep track of how certain risks became
relevant over time or not. Looking back, cyber risks
or sovereign debt crises were spotted as emerging
risks almost a decade ago. And these risks are still
evolving in many ways. Such “backtesting” can be
useful to improve an organisation’s methods to
identify, assess, mitigate and monitor emerging
risks.
(Re)insurers use emerging risk insights for
their risk mitigation strategies within the wider
risk management, underwriting and asset
management departments, but also as a basis
for the exploration of future risk pools and client
solutions. While most such analysis is still done on
a qualitative basis, the impact of certain emerging
risk scenarios also can be estimated quantitatively.
In many companies, emerging risks are becoming
not only an integral part of a proactive risk
management culture, but also an integral part of
firms’ ERM capabilities.

Swiss Re SONAR: New emerging risk insights can
be downloaded from Swiss Re’s webpage: www.
swissre.com/sonar.
*Parts of this article build on a former publication
by the authors, published in The Actuary (Winter
2017/2018).
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INTERVIEW WITH
DR AHMAD AL SHAIKH

H.E. Ahmad Hassan bin Al Shaikh
Managing Director, Hassan Bin Al Shaikh Group
H.E. Ahmad Hassan bin Al Shaikh serves as Managing Director of family-owned Hassan Bin Al
Shaikh Group of Industries and has wide board experience in other organisations. This includes
board membership of the General Pension and Social Security Authority and chairmanship of
the Board of Dubai Cable Co. Recently he has also joined the board of the Hawkamah Institute.
In this interview he talks to Peter Montagnon about the role of boards in addressing risk and
the particular issues that apply to regional, family-owned businesses with their constant need
for renewal.
What are the main systemic risks facing
regional companies?

shareholders. The second is private limited
companies which mainly have a smaller number
of shareholders or are government-owned, and
We have to distinguish between three different finally we have the family company. The risk varies
categories of companies. One is listed companies from one to another. In family companies the risk
which are controlled by a large number of
is mainly inheritance risk in the sense of what will
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happen if the founder is no longer there. With
private companies, the risk is that they will bring
in a manager who doesn’t really see the interest
of the shareholders. With the public companies
the risk is that without the involvement of major
shareholders, the chairman or another selfappointed person try to dominate.

That’s quite difficult because you might lose a
lot of money.

What about business risks?

It’s not a question of change but of having a new
line. Today in our businesses we are exploring new
ideas. I haven’t stopped my existing business, but
I am adding new lines. Probably 80 per cent of
them will fail but maybe one or two of them will
be successful. Coming back to the umbrella issue,
had I done it at that time, it would have failed. It
was a new idea that no one would have accepted.
Timing is also essential.

Yes. In 1985 I was with my family with my small
children in Florida and it was summer. I remember
holding an umbrella because it was too hot and,
pushing my daughter’s stroller, I told my wife that I
had an idea. What if I made an umbrella which fits
So succession planning is one of the largest
on my head? She said: “What a crazy idea! Who
risks for family companies.
will buy it?” But I could not hold the umbrella and
push the pushchair. Fifteen years later I saw the
Of course. In the past ten to 15 years family same idea being implemented and used in Europe.
businesses and owners whether they are from the I reminded my wife and she said: “Yes I see. If you
first generation or second generation, have started had done it you would have been a billionaire by
to feel that the world has changed. They’ve begun now.”
to have succession planning. Families which did
this had a much smoother transition.
So one important risk is missed opportunity?

This is on two levels. One is about who controls
the company and how innovative and far-sighted
that person is. The other is about how they see
the future of the products and services they are
in. Lots of businesses which exist today won’t be
there in the next 15 to twenty years. It depends
on how innovative their thinking is and how they
see their products and services.
Are you saying that the biggest risk in a
changing world is around innovation?
Innovation comes into many things, it’s not just
about products. It’s about services. If you are
not changing the way you think, you won’t exist
in the next ten to 15 years because others have
overtaken you. It’s not just the products and
services you offer, it’s the whole business model.
Had you suggested 15 years ago that most of your
products would be sold online, then people would
have laughed at you. Today that’s how most of
us shop. In that sense innovation is a risk, but it’s
also an opportunity. We also need to think about
starting new businesses and not just innovation in
our existing business. We should think about what
businesses we could be in that do not exist today.
the hawkamah journal
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So you’re looking at the opportunities from
change, where many people see threats.
I’ve just mentioned probably 80 per cent of the
projects will fail. Out of them 20 per cent may
succeed. I always look in negative matter and
fortunately I see always opportunities. When the
down trend happened in 2008 I called my staff
from different companies and told them this is
your opportunity to grab business. They asked
how, and I said everybody else is afraid. They are
not investing. Your opportunity is to be there
for service and delivery. Your margin may drop
but you will build reputation. The same thing is
happening now. Today you can stand out among
your competitors.
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But people are having to deal with issues
like cyber attack. That’s a threat, not an
opportunity.
If you think it’s a threat, you will not be able to
move ahead with your business. You have to
retreat or take your chances. Are you willing to give
up 95 per cent of opportunity against 5 per cent
of risk. Threats are there, whether they are cyber
or something else. You have to take precautions
and you cannot deny the existence of risk. But you
shouldn’t let it stop you progressing.

need is new ideas. That’s why bringing in outsiders
with a fresh pair of eyes can make a big difference.
And what about the role of committees?

Very important. Boards cannot discuss everything.
That’s why committees have been introduced.
They bring their conclusions to the full board for
their discussion. The main committees as far as
I am concerned are audit, risk and – I won’t call
it remuneration – I’ll call it HR. I consider HR is
human capital I don’t talk of human resource.
Employees are your assets. They should be seen
The solution to cyber risk is simple. You build your as valuable just like your other assets.
maximum possible firewall. You transfer your data
to a second site. Then it’s very important to apply So this would replace the compensation
IT protocols, like username and passport, and not committees common in countries like the US
to use memory sticks. The protocols have to be which you feel are too narrow for the regional
applied. It’s about taking the right measures.
context.
What is the contribution you expect from
outside directors?

Yes. Compensation committees deal only with
compensation. I’m talking about a committee
which will guide HR policy in the company.

An outsider, whether outside of the family, or of
the business or of the country itself, can give you So that means skills development?
an edge in thinking, a new dimension in thinking,
ideas in products or new lines of business. But Skills development and training. I have established
it depends on the character of that person. You such committees and they have had a positive
cannot just bring in anybody just for the sake of impact on growth.
having an outsider.
And you see audit and risk as separate
Outside board members can draw attention to functions.
opportunities. Assessing and managing the risk is
primarily a matter for the management who run Yes I’m trying to fight for having separate
the company. A board member can bring an idea. committees. I believe the function of risk is
If it looks nice, the management will take it up, but different from the function of audit, although a
it is up to the management to handle the risk.
small part of risk comes under audit. But I see
risks as a total, much larger topic. The risk which
But this appears to run against conventional
is under the audit committee is a part of the risk
governance theory that one important role
but not the total risk.
of outside directors is to challenge the
management over the level of risk in the
What would be the agenda for a risk
business?
committee?
My background is in family business. Family You have to look to the fundamentals of the
owners are naturally conscious of risk. What they business itself to what happens if the business
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or the business environment changes. You have
to ask what could threaten the existence of the
business in the next two years. Most people don’t
look at these things because they say they don’t
know what will happen and therefore can’t deal
with the issues.
But aren’t these questions for the whole
board?

million chance of them happening but the chance
is still one in a million.
Should the chairman sit on the committees?
Definitely not as chair. I would prefer them not
to sit on committees, because they would outrank
the committee chair. And if the Chairman of the
Board chairs the committee, who will challenge
the topics in the board?

Yes, but the risk committee’s role is to initiate
discussion, to study the issues and to come with
the result and to present it to the board.
You believe the chairman and the chief
executive should be separated?
This is different from the traditional view of
non-financial risk like environment, health
Definitely. You can’t give that kind of power to one
and safety or conduct risks which occupies
person.
many boards of international companies.
And if the chairman does abuse his position?
Just to give you an example of what happens.
There was a recent incident in Kuwait where the The board has to be chosen out of an equivalent
body of a Filipino maid was found murdered. social level of people. You cannot bring the CEO of
The president of the Philippines issued an order a small company as a board member into a board
to Filipinos in Kuwait to come home and gave of a big company. He might be knowledgeable but
them air tickets to do so 1. What would happen a status issue will be there with a well reputed or
if tomorrow the embassy of the Philippines or well-known person.
Pakistan wants to repatriate their workers in the
UAE? I’m sure they won’t, but what if?
So it it’s a peer group the other directors
would challenge the chairman?
Yes that’s businesses interruption. You still
have to look at conduct risk etc.
Yes, and that’s how it should be.
That kind of risk is a normal kind of risk that you
have to look at. I‘m talking about taking an out
of the box view of risks. There may be a one in a

1

See Killing prompts return of Philippines workers from Kuwait, CNN February 17 2018
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BOARD GOVERNANCE
IN THE ERA OF DISRUPTION

Tarek Elmasry
Managing Director, McKinsey & Company
Rapid shifts in global business demand place
new challenges on boards

globe. In the Middle East, where almost two-thirds
of businesses are family-run, strong corporate
governance has not yet received the attention
The pace of change in the global economy is it deserves. Here, board directorships often
faster than ever before. Accelerating technological have been perceived as honorary positions with
disruption, shifting sources of global growth, responsibilities limited to fiduciary and regulatory
and rising friction between business and society responsibilities.
are creating unprecedented challenges for
companies—but also vast opportunities.
Boards in the region need to step up their
game, starting with understanding the big shifts
In this charged environment, directors’ duties are underway. A major study by our colleagues
expanding in both scope and complexity. However, found that the trends transforming the future of
we see vast differences in the level of governance business are being driven by nine global forces,
professionalism and effectiveness around the grouped into three categories.1
1 See

Ezra Greenberg, Martin Hirt & Sven Smit, “The Global Forces Defining a New Narrative of Progress”, McKinsey Quarterly, April 2017, McKinsey.com.
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Shifting (growth) sands: The first three forces
reflect changes in the engines of global growth.
While traditional trade and financial flows have
stalled, the globalization of digital products and
services is surging. The emergence of billion-person
markets in India, China, Africa, and Southeast Asia
is moving the focus away from the earlier BRIC
model. The Middle East and North Africa (MENA)
region also is powering forward, with 2016 GDP
growth of 4.9 percent compared to 1.9 percent for
the European Union. 2 Meanwhile, technology is
boosting resource productivity and shifting focus
to new sources of energy and materials. Naturally,
this shift has significant implications for the
Middle East, as more oil production coming from
previously unviable sources, combined with lower
consumption, is depressing commodity prices and
capital flow into the region.

a stronger voice in policy—as exemplified by the
appointment of youth ministers in the UAE—and
pushing governments to find creative ways to
boost growth and create employment.

Radical disruption: The second category reflects
widespread industry transformations as new
technologies, such as genetic sequencing and
blockchains, combine different disciplines to radical
effect. In addition, digitization is increasingly
putting consumers in the driver’s seat, enabling
them to get more value, faster and often for free.
The growth of digital ecosystem players such
as Amazon, Souq, and Alibaba, meanwhile, is
erasing industry borders while putting pressure
on companies to develop their own platform
strategies.

The changing role of boards

These forces have wide-ranging implications for
both company management and boards, but a
recent survey of more than 1,100 board directors
around the world revealed that few boards are
actively addressing the potential disruptions to
their industries and companies. Digitization is on
the agendas of only about half3 the boards, and
cybersecurity and geopolitical threats at just 37
percent and 36 percent respectively. In short,
many boards haven’t grappled with the potential
fallout of these global forces, which may make
them poorly prepared to guide their companies in
responding to them.

As the pace and complexity of global business
rises, the function boards serve is also evolving.
Once primarily focused on management oversight,
directors today need to engage more deeply in
issues ranging from business and digital strategy
to M&A, risk, talent, and culture. In light of this
broadening scope of responsibilities, boards of
directors with diverse experiences and expertise,
an open culture of trust, and significant time
commitments to their duties are becoming
sources of important competitive advantage.
According to our recent global survey, boards with
superior dynamics and processes, as well as those
that execute core activities more effectively, selfreport stronger financial performance compared
to their peers.4

Society 4.0: As these forces play out, collaboration
between business and government will become
essential to address the growing discontent among
the global middle class. Cooperation also will be
needed to combat the “dark side”—in the form of
terrorism and cybercrime—of the openness that
globalization and digitization have fostered, and
to launch the economic experiments needed to In addition, the growing focus among global
identify new ways to boost growth. In the region, companies on longer-term performance horizons
a large and growing young population is seeking is putting more pressure on boards to become more
2 See

Worldbank, “GDP growth (annual %) by country”, https://data.worldbank.org/indicator/NY.GDP.MKTP.KD.ZG?view=chart, 2016; Stats for MENA

year 2016 average across 21 countries
3 See

Martin Hirt, Frithjof Lund & Nina Spielmann, “A time for boards to act”, McKinsey Quarterly, March 2018, McKinsey.com

4 See

Martin Hirt, Frithjof Lund & Nina Spielmann, “A time for boards to act”, McKinsey Quarterly, March 2018, McKinsey.com
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Gemma D’Auria
Partner, McKinsey & Company
forward-looking. In our region, this is due in large
part to some governments’ ambitions to leapfrog
foreign competitors, attract more investment and
better prepare for coming disruptions. When the
GCC Board Directors Institute recently surveyed
its membership, 64 percent reported that board
composition was a barrier to success. 5

financial results. Instead, directors should assist
management teams in ensuring that capital and
resource allocation is balanced between longterm initiatives critical to the company’s future
and more immediate drivers of financial returns.
The empirical evidence shows companies that reallocate capital fastest outperform peers by greater
than 100%, based on market cap over a 20-year
Recommendations for enhancing board value period. Those long-term investments often need
to be significant to deliver real shareholder value,
Based on our extensive research on boards and and may not pay off for a long time, requiring
experience working with directors and executives boards to have patience and an eye toward longin various ownership structures around the globe, term strategic priorities.
we believe boards of directors in the region should
focus on five areas to further professionalize their 2. Enhance board diversity
companies’ governance.
Board composition trends in the region have not
1. Create value through focus on the long term changed much over the years—only 2 percent of
directors are female, and 40 percent of boards
Board members are in a position to look further lack independent directors. What’s more, foreign
out than company management, yet many boards directors are rare despite many companies having
6
put a disproportionate focus on short-term ambitions of expansion abroad.
5

See GCC Board Directors Institute, “Board effectiveness review, A decade of change in GCC boardrooms, Progress and challenges ahead”, September
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Poor board diversity isn’t just a problem in the
Middle East: globally, only 43 percent of directors
report that their boards are sufficiently diverse
to ensure relevant perspectives are represented
in decisions.7 Yet board diversity can deliver
major payoffs. Research shows, for example, that
companies whose boards have higher gender
diversity respond to their customers better and
make decisions more effectively.8
To strengthen diversity, boards in the region
should start by reviewing their composition in light
of the company’s three- to -five-year strategy.
What director skills and experiences will help
the company fulfill its plan? The most effective
boards have a mix of relevant industry experience,
functional and geographic expertise, and a good
balance of personal characteristics including level
of independence, gender, age and ethnicity. Many
boards today also are adding directors with digital
technology expertise, skills in talent management,
and experience outside the company’s core
industry to better spot and prepare for potential
disruptions.
3. Adopt a fluid strategy-development process
The traditional strategy process involves the CEO
presenting the strategic vision to the board once a
year, which the board then discusses and typically
approves during the same meeting. In today’s
fast-changing environment, however, an annual
strategy discussion is not sufficient. Management
needs to regularly review the strategy with the
board and update the plans as circumstances
change. Effective boards are adding strategy to
the agenda of every board meeting, weighing
alternatives, reviewing progress, considering
6

market shifts, and pressure-testing assumptions.
Here, board diversity can be a major advantage, as
directors can bring valuable external perspectives,
unique market insights, and lessons from other
industries and regions. 9
4. Prioritize talent development
The board’s most important task is appointing the
CEO, but few boards in the region have effective
CEO succession and leadership development
strategies in place. Boards around the world are
recognizing the importance of talent management,
culture and organization, with time spent on these
topics slowly increasing from 9 percent in 2015 to
13 percent in 2017.10 But there is still significant
room for improvement. Several disruptive forces,
including digitization, automation or population
growth are putting severe pressure on companies
to rethink their people agenda. According to
recent estimates, for example, automation is set
to displace 400 million to 800 million jobs globally
producing a significant impact on the skills workers
of the future will need. 11
Boards should ensure that executives put in
place a suitable framework for the development,
deployment, retention and succession of top
talent. Most companies are proficient in, and
apply significant time to, analyzing the best uses
for financial capital, but far fewer apply the same
rigor to human capital decisions. Both are required
to prepare a company for long-term success.
According to the recently published book Talent
Wins, management should identify the top 2
percent of individuals who create disproportionate
enterprise value, and map them to the company’s
value creation plan. 12

See GCC Board Directors Institute, “Board effectiveness review, A decade of change in GCC boardrooms, Progress and challenges ahead”, September

2017
7 See

Martin Hirt, Frithjof Lund & Nina Spielmann, “A time for boards to act”, McKinsey Quarterly, March 2018, McKinsey.com

8 See

Celia Huber & Sara O’Reilly, “How to accelerate gender diversity on boards”, McKinsey Quarterly, Jan 2017, McKinsey.com

9 See

Chris Bradley, Martin Hirt & Sven Smit, “Strategy beyond the hockey stick”, McKinsey & Company 2018

10 See

Martin Hirt, Frithjof Lund & Nina Spielmann, “A time for boards to act”, McKinsey Quarterly, March 2018, McKinsey.com

11 See

James Manyika et al, “Jobs lost, jobs gained: workforce transitions in a time of automation,” MGI December 2017

12 See

Dominic Barton, Ram Charan & Dennis C Carey, “Talent Wins”, Harvard Business Press, 2018
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5. Re-think the annual board agenda

Conclusion

There is increasing pressure on directors to
dedicate more time to board work. As important
as the amount of time is ensuring that the board’s
work aligns with the company’s strategic priorities.
Many boards in the region report that their ability
to spend time on strategic issues is constrained
by compliance priorities. Setting an annual board
agenda can be an effective way to ensure time is
well balanced between fiduciary tasks and valueadding activities such as strategy, talent and
risk management.13 That said, directors shouldn’t
become prisoners of their own agendas; they need
to retain flexibility to deal with urgent events and
new challenges.

In a time of rapid change, boards need to become
thought partners to the executive team, helping
management prepare for accelerating industry
disruptions, geopolitical risks and emerging trends
or threats. Focusing on the above five priority
areas will enable boards to significantly enhance
the value they bring to companies and their
shareholders

12 See

GCC Board Directors Institute, “Board effectiveness review, A decade of change in GCC boardrooms, Progress and challenges ahead”, September

2017
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CYBER RISK AND THE BOARD
— HOW DIRECTORS
CAN STAY AHEAD

Fadi Mutlak
Partner, Deloitte
The digital economy is in full-flight: Disruptive
technologies have created unprecedented
opportunities for businesses. But it is those same
opportunities, that also pose a threat.
The world economic forum, in their recently
published Global Risks Report 2018, identify
cyberattacks as the top technological risk
alongside, environmental, societal, economic and
geo-political; 1

And while many organizations now recognize
that cyber risk is a top business risk, despite
the heightened attention the number of cyber
incidents and their associated costs continues to
rise.
In that regard, 2017 was a particularly challenging
year: with a series of attacks that Mcafee estimates
cost the global economy as much as $600 billion
in 2017 2. Some of those most damaging attacks
3
included ;

1 http://www3.weforum.org/docs/WEF_GRR18_Report.pdf
2 https://www.mcafee.com/us/solutions/lp/economics-cybercrime.html
3 http://money.cnn.com/2017/12/18/technology/biggest-cyberattacks-of-the-year/index.html
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• April 2017, an anonymous group called the
Shadow Brokers leaked a suite of hacking tools
widely believed to belong to a government
security agency. The tools allowed hackers to
compromise a variety of Windows servers and
Windows operating systems, including Windows
7 and Windows 8.
• May 2017, WannaCry, which spanned more
than 150 countries, leveraged some of the leaked
NSA tools. In May, the ransomware targeted
businesses running outdated Windows software
and locked down computer systems. The hackers
behind WannaCry demanded money to unlock
files. More than 300,000 machines were hit across
numerous industries, including health care and car
companies.

of the computer’s boot record, which prevented
the PC from being turned back on. 4
• August 2017, Malicious software attacked
a safety system at a petrochemicals company,
in what was the first-ever example of malware
targeting the computer systems designed to
5
prevent a disaster at an industrial facility.
However, despite the increased recognition that
cyber risk is a top business risk and a 7.8% yearover-year increase in average spend on cyber
security 6, why are organizations still struggling to
manage cyber risk?
Cyber Security Governance

An effective cyber security program should be
• June 2017, the computer virus NotPetya overseen by the board of directors as part of its
targeted Ukrainian businesses using compromised oversight of the organization’s risk management
tax software. The malware spread to major global activities. As with other risk programs, the board
businesses. This virus also spread by leveraging should set its expectations and accountability
a vulnerability leaked by the Shadow Brokers. In for management and ensure there are adequate
September, FedEx attributed a $300 million loss resources, funding and focus for its cyber security
to the attack. The company’s subsidiary TNT activities.
Express had to suspend business.
A recent survey conducted by Deloitte’s Center for
• July 2017, a large credit bureau was penetrated Board Effectiveness and the Society for Corporate
by cybercriminals in July and stole the personal Governance (Society) examines the 7 current
data of 145 million people. It was considered practices of boards related to cyber security and
among the worst breaches of all time because also offers some insight into the current challenges
of the amount of sensitive information exposed, related to cyber security governance:
including Social Security numbers.
The Middle East has been no exception, to these
highly sophisticated attacks, including:
• Jan 2017, Saudi state-run TV reported that 15
government agencies and organizations had been
hit with Shamoon 2 wiping data and taking control
4 https://www.csoonline.com/article/3161146/security/saudi-arabia-again-hit-with-disk-wiping-malware-shamoon-2.html
5 http://foreignpolicy.com/2017/12/21/cyber-attack-targets-safety-system-at-saudi-aramco/
6 Gartner:

Forecast: Information Security, Worldwide, 2015-2021, 2Q17 Update

7 https://www2.deloitte.com/content/dam/Deloitte/us/Documents/center-for-board-effectiveness/us-cbe-2016-board-practices-report-a-		

transparent-look-at-the-work-of-the-board.pdf
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Rank the top three risks that your board is focused on.

40. Rank the top three risks that your board is focused on:
Cyber

65%

65%

Finance/Legal

70%

65%

Product

30%

Other

20%

Cybersecurity
Reputational

35%

36%

76%

69%
65%

51%

65%

70%

34%

19%

56%

40%

30%

26%

27% 22%

30%

25% 26%

Fraud

20% 18% 13%
12%

Geopolitical

Natural Disaster

Cybersecurity

15%

8%

5%
Small cap
(20)

The top three ris
boards focus on:
cyber, finance/le
and product.

71%

27%

22% 15% 16%
3% 15% 12%

3% 15%

5%

Environment

59%

35%

30%

26%

73%

3% 10% 8%

4%
Mid cap
(66)

5% 6% 6%
Large cap
(67)

Financial
Services
(37)

Nonﬁnancial
Services
(116)

All Companies
(153)

Respondents answering “Don’t know/Not applicable” were as follows: 15% small cap, 6% mid cap, 13%

81. Has your company
experienced
cybersecurity
breach during the past two years?
large cap, 14%
FSI, 9% non-FSI,aand
10% all companies.
No

67%

65%

44%

59%

55%

56%

Yesdoes
A majority
of boards’
directors
atboard
largediscuss
cap organizations
have
cyber risk is the top risk
17% the
22%full
29%
26% indicated
24% to25%
41. How
often
the most signiﬁcant
risks
thethat
company?
that as a board,
are
focusing
on.
11%
31% 26%All Companies
25% 30% 24%
Financial
N
onﬁnancial
Annually
Small cap
(18)

More than
once a year

Mid cap
(65)

Large cap
(68)

Services
Services
(151)
(34)
(117)
70%
64%
69%
81%
63%
67%
Respondents answering “Don’t know/Not applicable” were as follows: 17% small cap, 14% mid cap, 26% large cap,
15% FSI, 21% non-FSI, and 20% all companies.

What level of awareness specific to your company does the board have on cyber security?
Not on the full
board’s agenda

1%

3%

3%

2%

cap
Mid cap
cap
Nonﬁnancial
Companies
Financial
82. What level ofSmall
awareness
speciﬁc
toLarge
your
company does
the board
have on All
cybersecurity?
(20)
(67)
(68)
Services
Services
(155)
(37)
(118)
47%
60%
72%
57%
66%
Respondents answering “Other” were as follows: 1% large cap, 1% non-FSI, and 1% all companies.
Respondents answering “Don’t know/Not applicable” were as follows: 5% small cap, 4% mid cap,
cap, 8% FSI, 3% non-FSI, and 4% all companies.
Moderate level 3% large
37%
33%
22%
31%
28%
29%

High level

Low level but
becoming more
knowledgeable

16% 6% 3%
Small cap
(19)

Mid cap
(67)

9%
Large cap
(68)

64%

5% 6%

Financial
Services
(35)

Nonﬁnancial
Services
(119)

All Companies
(154)

64% of boards
have a high leve
of awareness on
cybersecurity,
and 29% have a
moderate level
awareness.

Respondents answering “Don’t know/Not applicable” were as follows: 1% mid cap, 3% large cap, 3% FSI, 2%
non-FSI, and 2% all companies.

83. Have you added a director with cyber experience to your board in the past two years?
64% of boards
have a high level of awareness of cyber security, and 29% have a moderate level14%
of have added
100%
81% level of79%
83%awareness
83%at the board
83% level is high.
No the notion
awareness confirming
that the
cyber security
board member
Yes

31

16%
Small cap

2016 Board Practices
Report
(20)

14% 14% 14%

16%
Mid cap
(67)

Large cap
(68)

Financial
Services
(35)

Nonﬁnancial
Services
(120)

All Companies
(155)

cyber experienc
the past two ye

Respondents answering “Don’t know/Not applicable” were as follows: 3% mid cap, 4% large cap, 3% FSI, 3%
non-FSI, and 3% all companies.
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Small cap
(19)

Mid cap
(67)

Financial
Services
(35)

Large cap
(68)

Nonﬁnancial
Services
(119)

awareness.

All Companies
(154)

Respondents answering “Don’t know/Not applicable” were as follows: 1% mid cap, 3% large cap, 3% FSI, 2%
non-FSI, and 2% all companies.

Have you added a director with cyber experience to your board in the past two years?
83. Have you added a director with cyber experience to your board in the past two years?
No

100%

Yes

16%

81%

79%

83%

16%

Small cap
(20)

83%

14% have added a
board member with
cyber experience in
the past two years.

83%

14% 14% 14%

Mid cap
(67)

Financial
Services
(35)

Large cap
(68)

Nonﬁnancial
Services
(120)

All Companies
(155)

Respondents answering “Don’t know/Not applicable” were as follows: 3% mid cap, 4% large cap, 3% FSI, 3%
non-FSI, and 3% all companies.

Despite 14% of boards having added a board member with cyber experience in the past two years a
Cybersecurity
resounding
majority of boards still sit without one and while awareness is a vital first step of strong
corporate governance, safeguarding an organization’s crown jewels requires accountability and timely
action. Could the absence of a board member with specialist technology or cyber background be one
of the factors contributing to why cyber security programs are failing?
How often does the board receive reports on cybersecurity?
84. How often does the board receive reports on cybersecurity?
Annually
2016 Board Practices
Report

50

At each regular board meeting
Other frequency

Small cap
(20)

Mid cap
(67)

Large cap
(68)

ETHICS

27%

23%

40%
24%

28%

35%

On an as-needed basis

34%

19%
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14%

21%
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29%
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19%

19%

15%

24%

28%

25%

27%

27%

29%
Financial
Services
(35)

Nonﬁnancial
Services
(120)

All Companies
(155)

No one selected "Never". Respondents answering “Don’t know/Not applicable” were as follows: 3%
mid cap, 3% FSI, 1% non-FSI, and 1% all companies.

refreshment

CAPITAL ALLOCATION

board evaluations

TECHNOLOGY
85%

82%

74%

board composition
Data privacy

42%

70%

81%

60%

CYBERSECURITY/PRIVACY
Cloud computing

11% 37% 40%

37%

shareholder activism
Big data

28%

44%

40%

director elections
Small cap
(19)

Mid cap
(67)

Large cap
(68)

34%

84%

75%

35%

29% 32%

Financial
Services
(35)

Nonﬁnancial
Services
(119)

82%

71%

culture

68%

CYBER RISK

SUSTAINABILITY

System infrastructure

tone at the top
DISCLOSURE

The
threat
landscape isissues
ever are
changing
and
voluminous.
With
only 20% of boards receiving
85. cyber
What types
of cybersecurity
regularly
reported
to the board
or designated
committee?
[Select
all
that
apply]
updates at each regular board meeting, are board of directors being sufficiently kept up to date on the
current state of the
organization’s
cyber security
capabilities?
And86%
subsequently
can actions
be taken
Data security
74%
88%
91%
88%
88%
quickly enough in order to manage that risk within acceptable levels?

All Companies
(154)
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Who is responsible for reporting on cybersecurity to the board?
86. Who is responsible for reporting on cybersecurity to the board?
Chief information
security oﬃcer
Chief technology
oﬃcer

45%

45%

20%

33%

5%

Other
Chief operating
oﬃcer

12%

6%

6%

6%

3% 3%

Chief ﬁnancial
oﬃcer

5%

3% 1%

1%
Mid cap
(67)

1%

14%

1% 3%

Small cap
(20)

45%

9%

10% 1%

5%

Chief executive
oﬃcer

57%

34%

Chief risk oﬃcer

General counsel
or other in-house
counsel

51%

Large cap
(68)

3%

3%

3%

2%

3%

1%

Financial
Services
(35)

48%

38%

32%

9% 8%

2%

3%

Nonﬁnancial
Services
(120)

All Companies
(155)

Respondents answering “Don’t know/Not applicable” were as follows: 10% small cap, 1% large cap, 6% FSI, 1%
non-FSI, and 2% all companies.

With only 51% of large cap organizations having • Management has ownership, responsibility
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of the board
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executive
for cyber
security
(Chiefcybersecurity
and accountability
for assessing, controlling and
• 54% of audit
Information Security Officer) it would appear mitigating risks.
Audit committee
45%
55%
54%
29%
61%
54%
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that many organizations have failed to establish
sufficient accountability at the executive level • Management incorporates risk-informedoversee
10% 9% 21%
49% 4% 14%
committee
in order toRiskdrive
the cyber security
programs decision making into day-to-day
operations, andcybersecurity
required to manage
fully integrates risk management into operationalissues; oversi
Information cyber risk.
10% 3%
technology
is with the ris
processes6% 2% 3%
committee
committee at
As with all things governance “tone-from-theCybersecurity
1%
1%
1%
top” is key, committee
cyber security governance is no • The board, walks a fine line, playing an activealmost 50% o
different. What the above survey seems to role in oversight, but not extending itself intocompanies.
at full
14%
25% management
23%
27% 16%
indicate, is Retained
that
a30%majority
of boards of the day-to-day
of the business• is30% of small
boardwhile
level
directors recognize that cyber risk is the top risk fully aware of internal and external threats, andcaps and 27%
Financial
Nonﬁnancial
capthat Mid
cap is aLarge
cap
their organizations face,Small
and
there
high
proactively
provides
directionAll Companies
and
guidance tomid caps reta
Services
Services
(155)
(20)
(67)
(68)
(35)
(120)
level of general awareness of what cyber risk the management
allowing
for agile response tocybersecurity
oversight at t
represents, there is still
a divide
when
it were
comes
inlarge
threat.
Respondents
answering
“Other”
as follows:changes
3% mid cap, 9%
cap, 3% FSI, 6% non-FSI, and 5% all
companies. Respondents answering “Don’t know/Not applicable” were as follows: 5% small cap, 1% mid cap, 2%
full board lev
to translating that awareness
into organizational
non-FSI, and 1% all companies.
specific understanding and subsequent action. Managing cyber risk and Role of the Board
Organizations that govern and manage cyber
security well have a few common characteristics:
52

2016 Board Practices Report

the hawkamah journal

a journal on corporate governance & leadership
issue11

The growing magnitude of cyber risk and the
corresponding potential losses are forcing the
board directors to consider devoting increased
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attention and resources to respond to cyber
threats.

provide recommendations on key performance
indicators that can be used to evaluate and
monitor cyber threats.

To improve their preparedness to tackle cyber
risks, Boards of Directors can focus on the 5. Evaluate the effectiveness of the cyber security
following leading practices8 :
program: Boards and C-suites must ensure
that the cybersecurity program is reviewed for
1. Become aware of cyber threats: Whether or not effectiveness and that any identified gaps are
there is a dedicated risk committee on the Board, appropriately managed in line with risk appetite.
it is important to have directors with knowledge The board, or a committee of the board, should
and skills pertaining to security, IT governance and be engaged on a regular basis to review and
cyber fraud. Periodic training and workshops can discuss the implementation of the organization’s
be organized for directors to come up to speed cybersecurity framework and implementation
with the developments in the world of cyber risk. plan, including the adequacy of existing
mitigating controls. Oversight activities include
2. Coordinate cyber threat initiatives: In its regular cybersecurity budget evaluation, service
capacity of overseeing risk management activities outsourcing, incident reports, assessment results,
and monitoring the management’s policies and and policy reviews/approvals.
procedures, the Board plays a strategic role in
coordinating cyber risk initiatives and policies, and 6. Prepare for the inevitable: The board should
confirming their efficacy. These responsibilities hold management accountable for implementing
include setting expectations and accountability a cyber crisis management plan and for building
for the management, as well as assessing the cyber resilience capabilities that address the
adequacy of resources, funding and focus for cyber unique risks to the organization. The plan should
security activities. The Board can leverage the be regularly measured for effectiveness and
audit committee chair as an effective liaison with should continually evolve over time. Cyberattacks
other groups, in enforcing and communicating are constantly evolving, and the board should
expectations on security and fraud risk mitigation. confirm the organization can evolve as well.
Finally, the board should ensure the organization’s
3. Appoint a senior management person to develop cyber incident response is tested and shown to
a cyber-threat response plan: It is recommended be effective in a simulated attack. Results of
that the Board appoint an executive, focused on simulations should be used to correct weaknesses
information security, so that there is a clear voice in security, vigilance, and resilience.
directing cyber threat prevention, remediation
and recovery plans, related educational activities,
and the development of frameworks for effective
reporting.
4. Leverage external specialists to review cyberthreat response plans: External specialists can
often be a valuable source of information on cyber
security issues for evaluating and strengthening
security controls and implementing programs
for cyber risk management. Specialists can also
8 https://www2.deloitte.com/content/dam/Deloitte/in/Documents/finance/in-fa-cyber-threat-noexp.pdf
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THE IMPORTANCE OF
EMOTIONAL INTELLIGENCE
IN AN AI WORLD

Simon Osborne
Chief Executive, ICSA: The Governance Institute
The role of the board and the company While new technologies can make processes and
secretary in an era when companies are facing interactions better, cheaper and faster, industries
new systemic risks.
at the centre of the so-called ‘Digital Vortex’
face intense disruption. According to the Global
Digitalisation is a reality rather than a trend, with Center for Digital Business Transformation (DBT
new technologies such as blockchain, artificial Center), digital disruption – the effect of digital
intelligence, big data, robotics and the Internet technologies and business models on a company’s
of Things being used to develop disruptive or current value proposition and its resulting market
transformative tools, products and services in all position – is altering traditional competitive
areas of industry. This presents both opportunities dynamics in virtually every industry, with the five
and risks, and boards and the companies that they most vulnerable industries listed as media and
oversee need to be more agile than ever if they are entertainment; technology products and services;
to come out of the race to the top unscathed.
retail; financial services; and telecommunications.
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The accelerated pace and scale of digital disruption
is reflected in the biannual survey of FTSE 350
companies that ICSA: The Governance Institute
runs in association with the Financial Times. Some
80% of respondents to the winter 2017 FT-ICSA
Boardroom Bellwether survey consider that cyber
risk is the fastest growing risk issue facing FTSE 350
companies and 90% are increasing spending on
mitigating cyber risk. Similarly, a survey published
by the UK Department for Digital, Culture, Media
and Sport (DCMS) in 2017 found that 68%
of large businesses (those with more than 250
employees) had experienced an attempted cyberbreach in the preceding 12 months and 41% of
UK businesses for which online services were not
at all core had nevertheless experienced an attack.

case for any transformational digital strategies
that management might wish to introduce.
This requires a certain level of understanding
of the technology and an appreciation of any
implementation and internal disruption issues.

Digital awareness is not just a matter for the
IT team. Given that companies subject to the
UK Corporate Governance Code are required to
ensure that the board and its committees have
the appropriate balance of skills, experience
and knowledge to discharge their duties and
responsibilities effectively, all directors should be
able to display a reasonable understanding of the
scope, severity and likelihood of digital risks facing
the company. Similarly, boards need to be able to
actively appraise and test the financial business

The rapid strides being made in artificial
intelligence (AI) mean that we are on the edge
of a new age of automation with machines now
able to undertake tasks previously thought to
call for human judgment and experience, such
as the deep-learning system created by Oxford
University researchers and Google’s DeepMind
division that can read lips more accurately than
human lip readers.

Companies need to make informed decisions that
can be acted upon quickly in order to respond
to digital disruption effectively. If they are aware
of their strengths and vulnerabilities, the true
value of their services and products to their
customers and threats to their market position,
they stand less chance of being destabilised by
the sudden arrival of new competitive threats.
Useful insights can be gained from Big Data and
data analytics, but diversity of perspective has a
useful role to play, which is why board diversity is
While more organisations are now more willing to key. Organisational culture is also of paramount
recognise the impact of digital disruption (three- importance. Companies that are open-minded
quarters of executives surveyed by the DBT and ready to embrace change, are more likely to
Center in 2017 recognise the impact of digital succeed.
disruption as ‘major’ or ‘transformative’ compared
to just over a quarter in 2015), not all leaders are The benefits of digitalisation are clear. Software
responding appropriately. Only 31% state in the habitually outperforms humans in terms of
2017 survey that they are actively responding, processing information at speed or harmonising
which leaves almost 70% of businesses that are it across different locations. Global entity
not. Furthermore, despite the fact that no business management and corporate governance software
can ignore the risk of hacking or other type of data products are now commonplace offering
breach, the DCMS Cyber Risk Breaches Survey company-wide systems for all of an organisation’s
2017 found that only 40% of large businesses governance, risk and compliance needs. Similarly,
have a board member with responsibility for board portals have streamlined the meeting
cyber-security and only 22% have undertaken all process, removing the need for board papers to be
ten recommended steps in the UK Government’s physically collated, checked, posted out to multiple
10 Steps to Cyber Security guidance.
locations and archived.
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AI is already being used to help businesses
understand their customers better or improve
operations. Kraft used an AI-enabled big data
platform to increase its understanding of consumer
preferences before reinventing its Philadelphia
Cream Cheese brand, for example. Likewise AI
can be used to suggest the best language for
triggering a response to an email campaign, and
advanced facial analysis can be used to monitor
emotional response to advertisements and other
digital-media content.
Blockchain, as a secure, transparent, immutable and
accurate way to record transactions, has potential
applications far wider than the virtual currency
platforms it is best known for. Organisations with
a large membership base, for example, could use
it to create an online voting system or even use
it for share registration, an idea which must have
custodians quaking in their boots.
Similarly, virtual and augmented reality technology
has obvious benefits in the building, construction
and architectural industries where stakeholders
using VAR headsets can immerse themselves in
a building before it is even built. They could play
a role in the boardroom as well, providing a more
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immersive experience for directors attending
virtual meetings, both in terms of allowing directors
to judge emotional reactions and attitudes, as well
as allowing data to be presented in a more visual
way.
Rebecca Long-Bailey, the UK Labour party’s
shadow business secretary, speaking at the
September 2017 Labour party conference, claimed
a new industrial revolution over the next 20 years
could see half of all jobs lost to automation, with
many businesses not ready to cope with change.
Companies need to consider right now what they
can offer and how they will get it to their customer
base; how they will engage with their stakeholders;
business continuity risks linked to developing
and implementing new systems and processes;
retraining needs; and how their organisation is
structured.
A 2017 Harvard Business Review survey found
that ‘the bolder the digital strategy, the more
likely the company is to have a successful digital
transformation.’ Where digital strategy was
essentially focused on cost-cutting and other
defensive tactics, the return on digital investment
was usually poor.
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Top three digitalisation tips for boards:
1. Ensure that your board has the right mix of skills to understand digital trends and
their impact on your industry – get talented, digital savvy directors onto the board,
regardless of age AND make sure older board members are willing to learn
2. Create strategies that are fit for purpose in a digital world and monitor all associated
risks
3. Cultivate a culture which is agile, customer centric, innovative, empowering, diverse
and attractive for new talent.
Understanding developments in technology and
their impact on businesses and their clients,
as well as the regulation and risks in the digital
world, the uses and abuses of Big Data and the
competitive advantage it can bring are all areas
where company secretaries are able to provide
value. If businesses are not yet embracing
digitalisation and the opportunities it can bring,
it is up to company secretaries to ensure that this
makes it onto the board’s agenda.

Machines lack common sense and cannot always
pick up on social and emotional cues, something
which is at the core of the company secretarial
role. Emotional intelligence (EI) is the one area
where humans still pip machines to the post and,
fortunately for the profession, EI is, and is likely
to remain, one of the prerequisites for performing
the role well.

Commercial and ethical decisions still rest with
humans rather than computers, as does the
According to Michael Chui, Katy George and management of relationships and boardroom
Mehdi Miremadi, joint authors of the July 2017 dynamics, and the advisory and problem-solving
McKinsey Quarterly article ‘A CEO action plan role that the company secretary enjoys in the
for workplace automation’, it is becoming more boardroom is unlikely to be entrusted to a robot
common for software robots to receive a user ID just yet.
and then to perform rules-based tasks such as
accessing email, performing calculations, creating Top three digitalisation tips for boards:
documents and reports, and checking files.
The results include built-in documentation of 1. Ensure that your board has the right mix of skills
transactions for audit, compliance and root-cause to understand digital trends and their impact on
analyses.
your industry – get talented, digital savvy directors
onto the board, regardless of age AND make sure
While intelligent verification software might mean older board members are willing to learn
that the size of company secretarial teams reduces
as the more administrative work becomes more 2. Create strategies that are fit for purpose in a
automated, there will always be a need for the digital world and monitor all associated risks
human touch, from the person who decides which
board papers need to be uploaded to the system 3. Cultivate a culture which is agile, customer
and arranges for this to happen to the person who centric, innovative, empowering, diverse and
can listen to a non-executive director’s concerns attractive for new talent.
and smooth out issues with the executives.
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Hawkamah provides advisory
services on various aspects of
Corporate Governance for
companies across the MENA
Region.

www.hawkamah.org

Our Services include:
Governance Assessments
Development of Governance Codes &
Frameworks
Customized Training and Workshops
Director Development Program
Company Secretary Workshop
Board Briefings
Board Evaluations
Policy and Research
Bank Governance

SUSTAINABILITY IN THE
BOARD ROOM – FROM
‘WHETHER’ TO ‘HOW’

Maria Sillanpaa
Founding Director, Sustainability Advisory
In a landmark report by the UK Commission on
Corporate Governance published in 1992, Sir
Adrian Cadbury made the now famous remark
that “Corporate governance is concerned with
holding the balance between economic and social
goals and between individual and communal goals.
The governance framework is there to encourage
the efficient use of resources and equally to
require accountability for the stewardship of
those resources. The aim is to align as nearly as
possible the interests of individuals, corporations
and society”. Sir Adrian’s words marked a
paradigm shift from Professor Milton Friedman’s
‘the business of business is business’ free market
manifesto asserted in the 1970s.
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Now, corporate responsibility and sustainability are
recognized the world over as pressing obligations
for all businesses whether large or small, public or
private. Since the time of the Cadbury report, we
have seen a veritable maelstrom of various related
standards, guidelines and regulations emerge in all
parts of the globe. The GCC region is no exception
to this development.
Although many of these standards are voluntary,
the intensifying stakeholder expectations are often
making them de facto compliance. Publishing
a sustainability report based on the Global
Reporting Initiative’s reporting standard may well
be voluntary, however, your business partner may
the hawkamah journal
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not wish to do business with you without you
having one. Many of us may not even have heard
of the Equator Principles, yet non-compliance
with them may seriously limit your access to major
project financing. The list of standards is getting
longer and demands tougher by the day.

issued since 1994 in South-Africa. The first report
built on the spirit of the Cadbury report, however,
making sustainability related recommendations
much more explicit. The latest King’s report, issued
in 2016, now leads the way in how sustainability
is built into board room responsibilities, and as
such continues to influence the development of
Specifically in the governance space, sustainability other governance guidelines and related listing
is now hardwired into numerous governance and regulatory requirements internationally.
frameworks around the globe. The most celebrated
of these perhaps being the series of King’s reports
The below offers a brief overview of the three most salient points relating to sustainability requirements
as addressed in King IV, namely corporate strategy, disclosure requirements and board structures.

Sustainability and stakeholders are central to compromising the ability of future generations to
corporate strategy
meet their needs.
Each revision of the King Code has strengthened
its emphasis on sustainability and its inseparable
interplay with corporate strategy. King has adopted
the widely accepted definition of sustainability as
a company’s responsibility to conduct operations
in a manner that meets existing needs without
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The emphasis on understanding the needs and
expectations of current and future generations
has led to the adoption of so called stakeholder
inclusive approach to strategy development,
whereby the legitimate interests of stakeholders
are considered and recognized over and above
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solely the shareholders’ interests, in a manner
which befits the long-term sustainability of
the entity. This is a significant departure from
how the role of the board has traditionally been
understood as having a fiduciary duty towards
shareholders alone.

An important practical implication of inclusivity
is that the board should identify important
stakeholders and the executives should engage
with them to ascertain legitimate expectations
and needs. Furthermore, this engagement and its
outcomes should be reflected in the company’s
public disclosures.

King IV - Stakeholder relationships
Principle: In the execution of its governance role and responsibilities, the governing body should
adopt a stakeholder-inclusive approach that balances the needs, interests and expectations of
material stakeholders in the best interests of the organisation over time.
Recommended practices
1. The governing body should assume responsibility for the governance of stakeholder relationships
by setting the direction for how stakeholder relationships should be approached and conducted in
the organisation.
2. The governing body should approve policy that articulates and gives effect to its direction on
stakeholder relationships.
3. The governing body should delegate to management the responsibility for implementation and
execution of effective stakeholder relationship management.
4. The governing body should exercise ongoing oversight of stakeholder relationship management
and, in particular, oversee that it results in the following:
a. Methodologies for identifying individual stakeholders and stakeholder groupings.
b. Determination of material stakeholders based on the extent to which they affect, or are
affected by, the activities, outputs and outcomes of the organisation.
c. Management of stakeholder risk as an integral part of organisation-wide risk management.
d. Formal mechanisms for engagement and communication with stakeholders, including the
use of dispute resolution mechanisms and associated processes.
e. Measurement of the quality of material stakeholder relationships, and appropriate re
sponses to the outcomes.
5. The following should be disclosed in relation to stakeholder relationships:
a. An overview of the arrangements for governing and managing stakeholder relationships.
b. Key areas of focus during the reporting period.
c. Actions taken to monitor the effectiveness of stakeholder management and how the out
comes were addressed.
d. Future areas of focus.
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One of the most concrete examples of how the
requirement for inclusive strategy development
has manifested itself in practice is the emergence
of materiality analysis. Traditionally, one of
the board’s key duties has been to assist the
executives in anticipating material changes to the
operating environment to ensure resilient business
strategies. However, now that the meaning
of materiality has expanded from ‘material to
shareholder’ to ‘material to stakeholders’, the
scope of the associated analyses of potentially

significant issues has widened considerably.
Hence, both sustainability and integrated reports
now typically include an explicit narrative on
how these analyses have been carried out, which
stakeholders have been consulted, and how the
board and the executives have been involved
in identifying and prioritizing material issues.
And, importantly, how the analysis has informed
strategy.

Emirates National Oil Company’s Materiality Matrix in 2016 Sustainability Performance Report
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Beyond changes in corporate strategies
themselves, we are also witnessing additions
to and changes in existing executive roles –
for instance, the common role of the Investor
Relations Manager is changing towards that of a
Stakeholder Relations Manager, and a new role of
Chief Sustainability Officer is being added to an
increasing number of c-suites.
Reporting needs to evolve dramatically

organisations ought to publish sustainability
reports and consider the Global Reporting
Initiative’s then guidelines in preparation of such
reports. King III took a significant step further in
recommending that companies publish integrated
reports. This was the first ever formal governance
requirement internationally for fully integrated
reporting – i.e. reporting on both financial
information and sustainability (social, economic
and environmental) impacts.

Underscoring the strategic importance of
sustainability, King II first recommended that
King IV – Reporting
Principle: The governing body should ensure that reports issued by the organisation enable
stakeholders to make informed assessments of the organisation’s performance, and its short,
medium and long-term prospects.
Recommended practices (salient points to sustainability)
11. The governing body should oversee that reports such as the annual financial statements,
sustainability reports, social and ethics committee reports, or other online or printed information or
reports are issued, as is necessary, to comply with legal requirements, and/or to meet the legitimate
and reasonable information needs of material stakeholders.
12. The governing body should oversee that the organisation issues an integrated report at least
annually, which is either:
a. a standalone report which connects the more detailed information in other reports and
addresses, at a high level and in a complete, concise way, the matters that could
significantly affect the organisation’s ability to create value; or
b. a distinguishable, prominent and accessible part of another report which also includes
the annual financial statements and other reports that must be issued in compliance with
legal provisions.
13. The governing body should approve management’s bases for determining materiality for the
purpose of deciding which information should be included in external reports.
The implications of the above are far reaching,
especially considering that the practice of
integrated reporting is still in its infancy with
many companies and industries still struggling
to adopt fully-fledged sustainability reporting
practices. Nonetheless, the number of companies
now publishing integrated reports is growing
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rapidly across different regions, with South Africa
leading the way mostly due to its formal listing
requirements to do so.
An interesting fact to note is that integrated
reporting practices are now also being adopted
by private companies as well as not-for-profits.
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It appears that many organizations wishing to
voluntarily and proactively disclose financial and
sustainability related information are seeing
the value in integrated reporting over separate
financial and sustainability disclosures. This is a
pertinent trend to note in the GCC region where
many large organizations are non-listed entities.
Board committees are changing and need new
skills
Beyond governance processes, King’s call for
integrated strategic thinking, where financial and
sustainability concerns are considered in a balanced
manner, has wide-ranging impacts on governance
structures as well as required skills at board level.
King’s sustainability requirements impact the
role of all conventional board committees (audit,
risk, compliance, nominations, etc.), making
appreciation of material sustainability issues an
essential director competency. This is a potential
skills gap and development need in many board
rooms.
In addition to changes to existing board committees,
King recommends that a specific social and ethics
committee is set up. This committee should
oversee ethics, corporate citizenship, sustainable
development and stakeholder relationships. Such
committees are now prevalent in South Africa,
and their number is increasing internationally
(operating under various titles).

performance enables or both. This article, in all
its brevity, has aimed to focus on those aspects
of King’s requirements that are core to nearly
all board rooms regardless of company form,
structure or region. It is also worth noting that
King IV has been specifically written in such
a way as to make it universally applicable to all
organisations: public and private, large and small,
for profit and not-for-profit.
In conclusion
In a world where sustainability has become more
central to business performance, shareholder
returns and stakeholders’ expectations, the
question for boards now is about how to
address sustainability, rather than whether to
do so. The trend is clear regardless of region,
sector or organizational form – the nuances of
implementation will, of course, vary.
Before addressing the ‘how’, there is the need to
reflect on the ‘why’. What does sustainability mean
for our specific business, what is the business case,
and do we have the requisite skills, knowledge and
resources to address the issues effectively.

Context matters – or does it?
While it is now widely acknowledged that
sustainability is a strategic issue requiring board
room attention, it is equally true that the ways
in which governance and sustainability intersect
must be considered within the context of the
distinct legal charters and traditions in different
jurisdictions. Furthermore, different ownership
structures, business forms and corporate
aspirations undoubtedly have an impact on
the degree to which governance requirements
are perceived as compliance issues or desirable
the hawkamah journal
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OVERSEEING CULTURE AND THE
EMPLOYEE VOICE ON BOARDS UNDER
THE PROPOSED UK CODE REVISIONS

Dr. Richard Leblanc
Editor of The Handbook of Board Governance
The proposed revisions to the UK Corporate How should boards fulfil these new responsibilities
Governance Code are calling for boards to be without treading into management territory?
more active in overseeing company culture and
employee engagement.
There are ten actions that good boards are now
taking to oversee culture and employee concerns.
Proposed revisions include having boards (i)
monitor and assess company culture to satisfy First, good boards insist on proper whistle-blowing.
themselves that behavior throughout the Many whistle-blowing programs are flawed. They
company is aligned with company values; and (ii) are not anonymous, protected, independent,
establish: a method for gathering the views of rewarded or remedied. That is a board’s fault. Not
the workforce, a means for the workforce to raise surprisingly, people (especially women) do not
concerns in confidence and anonymously, and come forward for fear of retaliation and career
arrangements for an independent investigation harm. If directors think that conduct risk is not
when warranted.
occurring within their organization, they are
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wrong. It is just a question of degree. Bad news
rises in good organizations, and there is a channel
to go around management when need be, and
directly to boardrooms. If bad news does not rise
to a board, it does not go away. It gets worse. Good
boards insist on proper channels directly to them.
Second, good directors receive disconfirming
information on company culture and executives. If
a board gets all its information from management,
it is only hearing one side. Good directors receive
their own social media analytics, view chat rooms,
hear directly from employees, use google alerts,
read what reporters and analysts think, walk
around, and listen to what they hear and observe.
This does not mean that directors are meddling
or running the company, but have their eyes and
ears open for themselves. If management tries to
block or dominate a board’s information flow, that
is a red flag.
Third, good boards have executive sessions without
management in the room. This is quite regular
now in North American boardrooms, often twice
per meeting. It is the one practice that has had the
greatest impact on board effectiveness, directors
maintain. Good boards remove management
from a portion of each board and committee
meeting. The have a safe space so independent,
non-executive directors can speak confidentially.
These “in camera” sessions are the main way that
directors voice their concerns not within earshot
of management. This does not mean that the CEO
and any other executive directors are secondclass directors, only that they are accountable to
the board.

out. They speak up. And when necessary, they fire
the CEO or senior manager at the first sign of a
lack of ethics. Otherwise, a board signals to the
entire organization what is acceptable conduct.
Bad boards have suffered by not acting when they
should have. And if a board does not act when it
should, good directors resign.
Fifth, good boards receive employee feedback that
is unfiltered by management. They retain survey
providers to conduct employee morale surveys
that are directly provided to the board without
management influence. They review qualitative
exit interview results, staff turnover rates and
litigation compared to their peers. A good board
does not want to be the last to know and the rule
of thumb is “no surprises.”
Sixth, good boards are always refreshing
themselves. Excessively long-serving or overboarded directors are not permitted. The average
directorship now is 300 hours, and all hands-on
deck are needed for a solid and engaged board. New
directors see things that long-serving directors
may not see or may be used to, and they are more
likely to speak up as they are not assessing their
past decisions. A fresh set of eyes is invaluable.
Homogenous boards engage in group-think and
do not ask tough questions.

Seventh, good boards link behavior to pay.
Incentive pay can drive unethical behavior. Good
directors benchmark management contracts for
conduct and ethics clauses. The define just cause
for dismissal to include ethics. They have fair
treatment form part of all employment contracts.
They ensure that the company code of ethics and
Fourth, good directors act immediately at the diversity policy are conditions for incentive pay to
first sign of an ethical lapse. The standard that a vest, and they claw back pay if ever misconduct
director observes is the standard that is accepted occurs.
by the company. One Audit Committee Chair
had the board fire the CFO when the CFO was Eight, good boards do rigorous interviews and
observed by the Audit Committee Chair at an background checks when hiring the CEO and
airport not declaring liquor at customs. When nominating other directors. Personalities are
good directors see wrongdoing, discrimination, generally stable, and a company or boardroom
disparagement, or unfair treatment, they call it can be wrecked with the wrong hire. Background,
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reference, social media, personality, criminal and to the board, not management. Many conduct
financial checks and testing are now standard in failures and scandals have happened because
ethical companies.
senior management blocked access to the auditors
from the board. Good directors direct internal
Ninth, good directors ask good questions. If a audit to test the controls for culture and integrity
director has a question or concern, most of the (including complaints, reaction time, investigation
board shares the same concern. I have interviewed protocols, record keeping and non-retaliation) and
over a thousand directors over my career. The most report directly to the audit committee and full
common regret that directors have, often after a board on their findings.
scandal, is twofold: (i) I didn’t speak up when I
should have; and (ii) I didn’t fire the CEO soon Conclusion
enough. One corporate secretary after a recent
public scandal told me, “when the board does not Governance is changing. Boards are becoming far
ask questions, we have succeeded.” Good directors more active and are investing significant time in
ask. And if they do not like what the answer is, their duties and responsibilities.
they press further. Where there is smoke, there is
often fire.
There are occasions where the best efforts will
fail, but for the most part, conduct failure happens
Lastly, good directors want company culture when a board is complacent and fails to act when
audited. Management may push back against it should have.
this by saying that the board does not trust or
have confidence in them, or is micro-managing.
Good directors, however, insist on behavioural and
integrity controls, and independent auditing of
these by the internal auditor, who reports directly
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EXTENDED AUDITOR REPORTING
– NARROWING THE AUDIT
EXPECTATIONS GAP?

Frank Curtiss
Former Head of Corporate Governance, RPMI Railpen Investments
After many years of debate, accentuated by the
global financial crisis of 2008, questions arose
about whether the binary pass/fail audit report
remained fit for purpose and what could be done
to indicate more clearly to investors the value of
the audit and to narrow the audit expectations
gap by enhancing confidence in financial reporting
and audit.
In the past formulaic audit reports gave little
indication of how auditors direct their efforts
even though audit practice involved more
sophisticated techniques and risk sampling than
ever before. Certainly complex and subjective
areas were discussed between auditors and Audit
the hawkamah journal
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Committees for some time but little if any of this
was transparent to investors, or other users of
the financial statements. This led to questions
about how the value of the audit report could
be enhanced. Auditing standard setters such as
the IAASB and some regulators, and in particular
the UK’s Financial Reporting Council, started to
address this in recent years through the new
extended audit report.
Improving the auditor’s report has been a priority
for some time for global, US, and EU regulators
and standard-setters. The UK mandated a new
audit report for year ends in 2013 that served as
a pathfinder for some of the IAASB’s proposals
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including Key Audit Matters (KAMs), and added
further requirements. The IAASB itself issued its
standards on extended audit reports in 2015. The
EU Audit Directive now requires the inclusion of
key observations where relevant. In the USA, the
PCAOB published its standard in 2017 and will be
rolling out its own similar but not identical Critical
Audit Matters (CAMs) regime in late 2019. As this
article will try to make clear these developments
have been strongly welcomed by investors as well
as other stakeholders. The introduction of KAMs
and CAMs should in principle assist users by
increasing the information value of the auditor’s
report.

• Areas with increased risk requiring extra
attention in the audit;
• Areas of auditor judgement relating to
management judgements; and
• Significant events or transactions that have
impacted the audit.
The IAASB identified various potential benefits
which all make good intuitive sense but are still to
be fully demonstrated:
• Enhanced communication between auditors
and investors, as well as those charged with
corporate governance;
• Increased user confidence in audit reports and
financial statements;
• Increased transparency, audit quality, and
enhanced information value;
• Increased attention by management and
financial statement preparers to disclosures
referencing the auditor’s report;
• Renewed auditor focus on matters to be
reported that could result in an increase in
professional scepticism;
• Enhanced financial reporting in the public
interest.

The IAASB released a revised overarching
standard (ISA 700 – Revised) in January 2015
which is compulsory for listed entities and came
into effect for audits of financial statements for
periods ending on or after 15 December 2016.
It was introduced in response to the need to
improve auditor communications, recognising
that users want more relevant information about
the audit of financial statements to aid decision
making and stewardship, and as a basis for further
engagement with the audited entity. IAASB’s ‘At a
Glance’ publication 1 details the key enhancements
to the auditor’s report.
The UK was effectively the first adopter of the
enhanced auditor reporting regime through the
Communicating Key Audit Matters in the FRC’s early introduction of similar standards
Independent Auditor’s Report (ISA 701), requires in 2013, so a number of UK listed entities are
the auditor to:
now in 2018 into their fifth year of adoption.
Although the UK standards are slightly different
• Determine those matters to be regarded as
with additional disclosures required in relation to
KAMs; and
planning materiality and the scoping of the audit,
• Communicate those matters in the auditor’s
the overall approach is broadly consistent with the
report.
IAASB. In essence this covers:
KAMs can be defined as those matters that, in
the auditor’s professional judgment, were of most
significance in the audit of the financial statements
of the current period. They are selected from
matters communicated with those charged with
governance:
1 IAASB

• Risks of material misstatement identified by the
auditor, and which had the greatest effect on the
audit strategy, resources required and the work of
the engagement team (broadly equivalent to the
IAASB definition of ‘Key Audit Matters’);
• Application of the concept of materiality; and
• The scope of the audit, including how it

The New Auditor’s Report: Greater Transparency into the Financial Statement Audit, January 2015
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responded to the risks of material misstatement
and the application of materiality.
Many lessons were learned from the adopting
extended audit reports for the first time and the
FRC was very keen to review the first and second
years of UK extended auditor’s reporting and to
disseminate its findings.2
The FRC was able to increase the size of its
sample in its second year review to cover 278
or nearly 80% of the premium listed FTSE 350
companies in the UK up from 153 or 44% in the
first year so this can be regarded as a thorough
and representative review.
The FRC observed that audit firms innovated
significantly in the first year of extended auditor’s
reports. It was also found that the pace of
innovation slowed in the second year. This may be
useful in highlighting differences between audit
firms in what is now a more competitive market
through mandatory tendering and rotation of
auditors of UK listed companies.

• Providing more complete information about the
sensitivity ranges used in audit testing;
• Giving greater insight into the auditor’s
assessment of the quality of an entity’s
internal controls informing their significant risk
assessment;
• Being more explicit about the auditor’s view on
the appropriateness of management estimates.
• Greater transparency about assumptions made
by management and the benchmarks used by
auditors in making key judgements (although
the FRC observed that this has to be balanced
against the potentially competing demands for
auditor’s reports to demonstrate clarity and
conciseness, as well as preserving the importance
of reaching an overall true and fair opinion).

There is also a welcome trend on the part of
investment analysts in paying greater attention
to enhanced audit reports. For example, the
comprehensive analysis provided on the first wave
of reports by Citi Research in 2014 3 was much
read in the investment community who found the
detail in relation to the robustness of assumptions
on materiality and other aspects to be very helpful.
The FRC’s key findings indicated that:
The Investor Association instituted annual auditor
• Investors welcomed the information included in awards in 2014 with various categories including
extended auditor’s reports, and particularly for the best disclosures on materiality, audit scope
smaller companies where there tends to be less and the risk of material misstatement and the
independent information available;
best report overall.
• In general, auditors have continued to move away
from generic boilerplate language and descriptions So much for the claims but what about the benefits?
of risk, making their reports more relevant and Academic research to date has found it hard to
insightful;
quantify the impact of extended audit reports.
• The reports which have earned the greatest One study (Lennox et al 2015 and subsequently
praise from investors tend to be well structured, 2017) reported that the additional disclosures
signposting key information and often make were not incrementally important to the market,
innovative use of graphics, diagrams and colour. but also did not increase audit fees. Another (Reid
et al 2015) showed that disclosures positively
However, the FRC reported that investors expect affected audit quality and increased audit fees only
more from enhanced audit reports including:
marginally. The evidence they used suggests that
2 FRC

Report: March 2015 Extended auditor’s reports – A review of experience in the first year.

FRC Report: January 2016 Extended auditor’s reports – A further review of experience.
3 New

UK Auditor’s Report Update: Findings from the FTSE 100 New Auditor’s Reports, Citi Research, Western Europe, 3 September 2014, and New UK

Auditor’s Reports: A Review of the New Information, Citi Research, Western Europe, 27 March 2014
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the relative impact is greater for companies where
there is limited analyst coverage, and that these
reports may be addressing an information deficit.
The third (Gutierrez et al 2015 and subsequently
2016) reported no effect on audit quality and an
association between audit fees and the number of
risks identified by the auditor. 4
Reid et al (2015) however found that: ‘Abnormal
trading volume significantly increased following
the implementation of the new [auditor and audit
committee report] disclosure regime ... Overall,
it appears that additional required disclosures
from audit committees and auditors provide
useful information to investors.’ 5 Admittedly the
data only covers a short period as the reporting
regime is still in its early stages and it is probably
necessary to wait for a longer time frame to draw
more definitive conclusions.

investors, regulators and other stakeholders.
Nevertheless, as recently as ten years ago, the
idea of disclosing in the auditor’s report the key
decisions and findings of the audit would have
seemed implausible. The stakes are high and the
race is still only in its early stages but the prize is
well worth pursuing.
Further Reading
ICAEW Extended audit reports: Exploring
challenges and opportunities in implementation,
May 2016
ICAEW The Start of a Conversation – The
Extended Audit Report, August 2017

Extended auditor reporting has been in place for
about 5 years in the UK with significant support
from both the audit profession and the investment
community if not companies themselves. It is no
coincidence that the UK has a well developed
corporate governance regime and in parallel with
the extended audit report requirement introduced
an obligation on Audit Committees to report
on significant audit issues. The IAASB model is
now being applied internationally with varying
outcomes and the PCAOB version has yet to be
fully implemented in the USA.
However, it is not a given that the relative success
seen in the UK in narrowing the audit expectations
gap will be sustained or mirrored elsewhere. There
is an obvious danger that the extended audit report
could retreat into boilerplate disclosure of limited
value. To build on the achievements of extended
auditor reporting in the UK and implement and
maintain it successfully around the world will
require commitment from companies, auditors,
4 Bedard
5 Reid,

et al - Does recent academic research support changes to auditor reporting standards? Jan 16 Accounting Horizons p263

Carcello, Li & Neal: July 2015 p.25 – Are Auditor and Audit Committee Report Changes Useful to Investors? Evidence from the United Kingdom
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